
SAURON
Scalable multidimensionAl sitUation awaReness

sOlution for protectiNg european ports

HORIZON 2020 – Call: “Critical Infrastructure Protection” CIP-01-2016-2017: Prevention, detection, response 
and mitigation of the combination of physical and cyber threats to the critical infrastructure of Europe.



Agenda

Time Item

10:00-10:10 Welcome and opening

10:10-10:30 SAURON project Overview

10:30-11:30

SAURON main components

Physical Situational Awareness (PSA)

Cyber Situational Awareness (CSA)

Hybrid Situational Awareness (HSA)

Emergency Population Warning System (EPWS)

11.30-11.40 SAURON Valencia pilot presentation: Terrorist attack at CSP Container Terminal

11:40-12:30 SAURON Valencia Pilot Demonstration

12:30-12:45 Questions and conclusions 

12:45-13:00
Evaluation questionnaire

https://forms.gle/QLkmHwydStuU3abHA

22nd July 2020 Valencia pilot demonstration

https://forms.gle/QLkmHwydStuU3abHA


SAURON project Overview

Rafa Company, Project coordinator [Fundacion Valenciaport]
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Background

4

An attack on a big EU port (cyber, physical or a
combination) could damage the CI and seriously
impact its vicinity.

Most recently Rotterdam, Antwerp and others have
been subject to combined attacks on their IT and
physical infrastructure for criminal gain and in
future this may grow to include acts of terrorism.
The damage to a big port in an EU country could
cause a dramatic loss of life and mass casualties, as
well as major social disturbance.
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Scalable multidimensionAl sitUation awaReness
sOlution for protectiNg European ports. 

The vision of SAURON is to provide a multidimensional yet installation-specific Situational Awareness platform to help port operators anticipate and
withstand potential cyber, physical or combined threats to their freight and cargo business and to the safety of their employees, visitors, passengers and
citizens in the vicinity

Hacked



62nd July 2020 Valencia pilot demonstration

Maritime Port Infrastructure and Services

Source: ENISA



Maritime Port Infrastructure and Services

Source: ENISA

Source: ENISA
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Maritime Port Security
PORT SECURITY (FIRST PRACTICIONERS LINE)

• PORT AUTHORITIES ( PARTNERS OF SAURON)

1. VALENCIA (Spain)
2. PIRAEUS (Greece)
3. LIVORNO (Italy)
4. KOPER ( Slovenia) 

Contacted / cooperation with: 

• COAST GUARDS 
• RESCUE MARITIME TEAMS  
• HARBOUR MASTER
• NAVY
• PORT, NATIONAL AND LOCAL POLICE (CIVIL SECURITY) 
• CUSTOMS (BORDER CONTROL)
• INTERPORTPOLICE - INTERNATIONAL ORGANIZATION OF 

AIRPORT AND SEAPORT POLICE (AB)
• IMO

SAURON, led by a critical infrastructure operator, will achieve its 
objectives through 4 specific, exploitable results which will be validated 
in real conditions with the direct involvement of 4 EU PORTS and 1 PTO.



Sauron Partnership

Advisory Board

• ICHCA AND BROUGHT MARINE LIMITED 
• SECURITY SERVICE/ NATIONAL CENTER FOR CRITICAL 

INFRASTRUCTURE MINISTRY OF INTERIOR, SPAIN
• OTHO LIMITED
• SPANISH ARMY
• EUROPEAN ASSOCIATION OF AIRPORT AND SEAPORT POLICE
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Sauron Concept

• PSA: A complete physical SA system, which includes novel features such as;
dynamic location of resources and assets, location, management and monitoring of
sensors, including cameras mounted on unmanned vehicles (under the conditions
of and in compliance with all pertinent legal requirements at national and
European level), security perimeter control, robust and secure tactical
communication network and so on. This PSA system will be adapted to the EU ports
characteristics, requirements and needs for protecting them against any kind of
physical threat.

• CSA: An advanced and scalable cyber SA system capable of preventing and
detecting threats and in case of a declared attack, capable of mitigating the effects
of the infection/intrusion.

• HSA: A Hybrid SA system receiving both physical and cyber alarms on potential
threats from the real world and the cyber space respectively. The HSA application
and will show the potential consequences/effects of these threats in the other
planes including cascading effects.

• EPWS: An Emergency Population Warning System, allowing local, regional, or
national authorities to contact members of rescue/security teams and the public
(also integrating Smart City Platforms (SCP))

The SAURON project proposes an holistic situation awareness concept 
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Innovative aspects
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SAURON will help to avert potential threats, but should an incident occur, it will provide 
tools to support a rapid, more effective and safer response that fit into ports’ existing 

incident management procedures. 

 New video processing techniques for increasing the port 
security 

 Hybrid Situation Awareness for detecting potential 
cascading effect – PSA, CSA and HSA

 Cyber Incident Correlation 
 Intelligent Cyber-Anomaly Detection  
 Advanced visualization of the cyber space  
 Emergency Population Alert System
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SAURON Pilots

Physical sources:

• CCTV. Land and maritime side
• Presence sensor
• Fire and smoke sensors
• Drone UAV
• AIS
• GPS /tablets (Port Police)

Cyber sources:

• Threats in network communications 
(Intrusion Detection Systems) 

• Port management databases 
• Host-based intrusion detection systems 

(HIDS)
• Port assets' vulnerabilities 

IT systems
• Terminal Operation System (TOS)

Testing the SAURON platform : to demonstrate in a preliminary status the integration / 
correlation of the PSA, CSA and HSA. 
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Piraeus pilot

Pilot at the Port of Piraeus (Greece)
February 13th , 2020

Terrorist attack a large Cruise Ship with passengers 
aboard, berthed at the Port of Piraeus.
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Sagunto pilot

Pilot at the Port of Sagunto (Spain)
November 21st , 2019
(in collaboration with ROCSAFE Project)

Drone detects a truck accident in a transit zone inside the 
Port of Sagunto.
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Valencia pilot

Final Pilot - Port of Valencia (Spain) 
June 2020

A terrorist group plans a combined attack against the 
container terminal to detonate a bomb.



Thanks for your attention!

Rafael Company

SAURON project coordinator

rcompany@fundacion.valenciaport.com

https://www.sauronproject.eu/

@SAURONprj

mailto:rcompany@fundacion.valenciaport.com
https://www.sauronproject.eu/

